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Summary
On 24th September 2022, GSMA members agreed to create a new task force called “Post Quantum Telco Network” (PQTN) to identify the impact of Post Quantum Cryptography in the context of the Telco Industry. 
Since then, the PQTN TF has been working on a whitepaper to explain such impact. The whitepaper was released in February 2023, 17th,. The document is published available on the following link:
https://www.gsma.com/newsroom/wp-content/uploads//PQ.1-Post-Quantum-Telco-Network-Impact-Assessment-Whitepaper-Version1.0.pdf
  
Whitepaper Summary
The GSMA PQTN Task Force would like to inform the main points highlighted on the whitepaper:
· Risk for the network operator (this list is not exhaustive):
	Risks

	Store Now, Decrypt Later
	Copy/store high-value data (e.g. financial, bioinformatic, confidential), with the goal to decrypt later.

	Code-signing and Digital signatures
	Software update authentication can become vulnerable given reliance on PKI.

	Rewriting History
	Digital timestamps for high-value targets (e.g. contracts) could be attacked.

	Key Management Attacks
	Long-term data storage is vulnerable by attacking the wrapping mechanisms used for keys.
Consider: ransomware attack growth


· Government guidance is being issued (this list is not exhaustive):
	Government
	PQC Standards 
	Published Guidance

	Australia
	NIST
	CTPCO (2021) – early implementation from ‘25

	Canada
	NIST
	Cyber Centre (2021) – implementation from ‘25

	China
	China Specific
	CACR (2020) - start planning

	European Commission
	NIST
	ENISA (2022) - start planning

	France
	NIST (non-exclusive)
	ANSSI (2022) - transition from 2025

	Germany
	NIST (non-exclusive)
	BSI (2022) - start planning

	Japan
	Monitoring NIST
	CRYPTREC - start planning

	New Zealand
	NIST
	NZISM (2022) - start planning

	Singapore
	Monitoring NIST
	MCI (2022)

	South Korea
	KpqC
	MSIT (2022) - competition started ‘22 

	UK
	NIST
	NCSC (2020) – start planning

	USA
	NIST
	NSA (2022) – implementation from ‘23


· Main recommendation for the Telco Industry 
· The transition to PQC is underway
· Governments and civil-society groups have started planning, and are recommending businesses start the planning process.
· Standards groups have identified PQC algorithms and begun the standardisation process.
· Prepare as an industry for the transition to PQC
· To address “Store Now, Decrypt Later” and other quantum attacks, overhauling existing PKI architectures is required as existing algorithms become obsolete.
· Engage with industry groups, government and vendors on the roadmaps to implement PQC.
· Prepare how to handle the legacy. Understand how to treat systems/services/products that may not be updated. 
· Consider how to reduce the creation of technical (cryptographic) debt e.g. assess available quantum-safe symmetric cryptography. In some cases where public-key cryptography is used, quantum-safe symmetric keys may be a secure alternative.
· Adapt or account for impacts to key management systems.
· Operator business and technology preparation 
· Plan to establish a cryptographic inventory: e.g. currently used cryptographic algorithms and key-lengths; identify systems or vendor products dependent on cryptography.
· Plan to perform a risk assessment of cryptography used in network systems. 
· Develop in-house expertise in PQC and security 
· [bookmark: _Hlk126076680]Support PQC standardisation and open-source projects.
· Sponsor or support research on cryptographic agility.
· Engage with customers on requirements and potential benefits.
· Develop a PQC plan 
Operators and industry partners should
· Plan for future implementation of the transition to Quantum-Safe.
· Deploy standardised Quantum-Safe algorithms.
In addition, the whitepaper recommends the standardization bodies to do their own impact assessment as stated in section 8. 
This first output is an initial assessment and baseline for the follow up work which needs to be undertaken by the Telco industry in the coming years to prepare for when Quantum computers will become available at scale. 
Next Steps
After publication of the whitepaper, the GSMA PQTN Task Force have considered, among other topics, the following the next steps/activities:
· Analyse and evaluate business risk 
· Develop telco industry best practice framework 
· Prioritisation of work items
· Develop communications plan 
· Engage with Standardisation Bodies 
Please note that this is not an exhaustive list. 
Action
To consider 
1) this information into account for your activities. 
2) to provide feedback to the impact assessment stated on the whitepaper and particularly for the implications for your SDO.
3) Consider if there is any other step or gap that this task force should discuss. 
Next meetings
PQTN#15			14 March 2023			Conference Call
PQTN#16			 28 March 2023			Conference Call
Other meetings will be planned for Q2/Q3/Q4 2023. 
Contact
In the case of any questions and/or feedback these can be directed to GSMA Liaison Statements <GSMALiaisons@gsma.com>.
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